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ABSTRACT. This paper presents a partial review and exposition of the literature on embedded systems,
and explains through this exposition many important concepts pertaining to the design of engineering
systems in general. Characteristics of embedded systems are listed, with a stress on their dedication, the
non-separability of their hardware and software, and their being constrained to respond in real time. The
design process of embedded systems is described. The process cannot be a process of hardware design
alone or of software design alone, but must be one of concurrent co-design. The gap existing between
critical-systems engineering and best-effort engineering is explained and its effect on the design of
embedded systems is pointed out. The history of progress of semiconductor integrated circuits technology
is outlined, and the goal of this progress is identified as the placement of a full system on a single chip.
There is a paradigm shift from the design of application-specific integrated circuits to platform-based
design. This latter type of design was adopted for integrated circuits after it had achieved dramatic
successes in many other engineering disciplines. The vulnerabilities of embedded systems are listed, and
their quantitative study via fault trees is briefly explained. Methods of evaluating and upgrading the
reliability of embedded systems are also pointed out. Finally, the paper proposes the generalization of the
reliability algorithms of partially redundant systems by relaxing the assumption of statistically-
independent components, thereby allowing these algorithms to model the reliability of embedded
systems. Another proposal of future work asks for the exploration of potential applications of reverse

engineering in embedded systems.

Key Words: Embedded Systems, Co-design, Hardware, Software, Middleware, Critical Systems, System
on Chip, Vulnerability, Reliability.



