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A Tutorial Overview of Reverse Engineering
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ABSTRACT. This paper is a tutorial overview of the literature on
reverse engineering. The paper includes an expanded description of the
main features of reverse engineering, discusses its importance, tools, and
goals, and addresses the issue of its legality in considerable detail. The
paper elaborates its explanation of the concept of reverse engineering by
offering a comparison between reverse engineering and forward
(traditional) engineering. One of the most important contributions of the
paper is its attempt to accurately locate reverse engineering on the
engineering map through an extensive enumeration of scientific and
practical activities closely related to reverse engineering, and through the
identification of the similarities and dissimilarities which these activities
have with reverse engineering. These activities include: value
engineering, reengineering, round-trip engineering, scientific research,
black-box tests, electric-circuit identification, software restructuring,
cryptanalysis, medical and engineering diagnosis, mystery solution, and
logical and reductive reasoning. The paper concludes by emphasizing the
urgent need to make the most of reverse engineering.
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